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Version	 Date	 Status	 Author		 Description	
1.0	 26-06-2016	 Draft	 Atia	Cortés	(UPC)	 Integration	of	Ethics	section	to	
previous	version	(D7.3)	
1.1	 07-07-2016	 Draft	 Cristian	Barrué	(UPC)	 Integration	 of	 anonymisation	
section	
1.2	 15-07-2016	 Draft	 Cristian	 Barrué	 (UPC),	
Atia	Cortés	(UPC)	
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1.5	 30-11-2016	 Draft	 Cristian	 Barrué	 (UPC),	
all	
Integration	of	Datasets	
1.6	 13-01-2017	 Draft	 UPC	 Annex	 2:	 description	 of	
datasets	
Document	review	
1.7	 20-04-2017	 Draft	 Consortium,	 Cristian	




1.8	 15-05-2017	 Draft	 UPC	 Integration	of	new	sections	for	
security	 and	 data	 breach	
procedures	
1.9	 01-06-2017	 Draft	 UPC	 Update	of	Annex	2,	 rework	of	
section	3	accordingly	






















storage	 and	 exploitation	 that	 are	 to	 be	 agreed	 and	 adopted	 by	 every	 member	 of	 the	
CAREGIVERSPRO-MMD	 Consortium.	 Over	 the	 course	 of	 the	 project	 this	 document	 will	 be	
reviewed	and	updated.	Additional	information	on	the	data	structure	or	the	methodology,	a	
change	in	responsibility	for	a	task	or	in	the	budget,	may	be	included	in	future	versions	of	the	

























































































































































This	 document	 presents	 the	 second	 version	 of	 the	 Data	Management	 Plan	 (DMP)	 for	 the	
CAREGIVERSPRO-MMD	project.	Projects	funded	by	in	the	Horizon	2020	Open	Research	Data	
Pilot	are	 required	 to	develop	several	versions	of	a	DMP,	 in	which	 they	will	 specify,	among	
others,	what	 data	will	 be	 kept	 for	 the	 longer	 term.	 In	 the	 case	 of	 CAREGIVERSPRO-MMD,	
which	 is	not	participating	 in	 the	Open	Research	Data	Pilot,	 the	DMP	 is	presented	as	a	 tool	
that	 can	 improve	 pilot	 preparation	 and	 result	 analysis.	 The	 Consortium	 will	 follow	 the	
guidelines	 described	 in	 the	 OpenAire1	 platform	 and	 the	 document	 “Guidelines	 on	 Data	







The	 Data	 Management	 Plan	 has	 been	 updated	 during	 the	 project	 lifetime	 since	 version	









































Self-management	 interventions	 and	 mutual	 assistance	


























and	 stored	 during	 this	 project.	 The	 information	 provided	 below	 might	 be	 adapted	 or	
updated	in	future	versions	of	this	document.	
3.1 Description	of	the	data	
Most	 of	 the	 data	will	 be	 generated	 through	 the	 use	 of	 the	 CAREGIVERSPRO-MMD	 online	
platform	by	different	user	groups,	i.e.	health	and	social	professionals,	caregivers	and	people	
living	with	 dementia	 (PLWD).	 Each	 user	 category	will	 have	 access	 to	 personalised	 content	
and	 will	 be	 able	 to	 generate	 different	 types	 of	 information	 according	 to	 the	 permissions	
granted.		
For	each	user	of	the	platform,	different	datasets	described	in	this	section	may	be	generated.	
Additional	datasets	may	be	generated	 in	 the	 future.	The	data	will	 also	be	collected	before	
and	after	the	pilot	phase	of	the	project	at	the	screening	and	baseline	research	visits.	
The	platform	will	also	provide	means	to	assess	and	store	data	not	directly	produced	by	users	
i.e.	 the	 interaction	 among	 users	 and	 the	 evolution	 on	 their	 activity	 in	 the	 social	 network,	
which	will	also	be	subject	to	further	analysis.		
An	open	source	surveying	tool	LimeSurvey3	has	been	configured	and	deployed	to	store	the	







This	 data	 set	 contains	 all	 the	 personal,	 demographic,	 medical	 and	 social	 data	
captured	 through	 the	 registration	 tools	 integrated	 in	 the	 C-MMD	platform	 for	 the	
dyad	 (PLWD	 and	 caregiver)	 and	 the	 health	 professionals.	 The	 registration	 tool	
collects	standard	 personal	 information.	 i.e.	 as	 described	 in	 EU	 Data	 Protection	
Directive	(95/46/EC)4:	
	"Personal	data”	shall	mean	any	 information	relating	to	an	 identified	or	 identifiable	
natural	person	 ('Data	Subject');	an	 identifiable	person	 is	one	who	can	be	 identified,	
directly	or	indirectly,	in	particular	by	reference	to	an	identification	number	or	to	one	



























security	 reasons.	 Each	 dataset	 record	 belongs	 to	 the	 user	 and	 to	 the	 Consortium	
partner	responsible	for	the	user.	Only	the	user,	people	authorised	by	him/her	(e.g.	
caregiver)	and	authorised	personnel	of	 the	Consortium	partner	 responsible	 for	 the	
user,	can	access	the	record.		
Platform	
Data	will	 be	 available	 to	 the	 user	 and	 people	 authorised	 by	 them	 through	 the	 C-
MMD	 platform.	 A	 small	 part	 of	 the	 dataset	 will	 be	 openly	 accessible	 by	 platform	
users	 (i.e.	 name	 and	 profile	 picture	 or	 avatar)	 to	 enable	 social	 networking.	
Authorised	personnel6	of	the	pilot	partner	generating	the	data	will	be	able	to	access	
aggregated	data	in	periodic	reports	and	will	be	able	to	access	raw	data	dumped	from	
the	 database	 in	 csv	 files	 or	 through	 a	web	 service.	Each	 access	will	 be	identifiable	




















given	 in	 section	 6).	 UPC,	 CERTH	 and	MDA	 software	 components	 will	 process	 this	
dataset	anonymised	to	offer	the	platform	services.	












tools	 integrated	 in	 the	 C-MMD	 platform	 for	 the	 dyad	 (PLWD	 and	 caregiver).	 The	
screening	 tools	 implement	standard	 evaluation	 scales	 for	 different	 conditions	
(physical,	 psychosocial,	 neurological,	 functional,	etc.).	 Therefore,	 the	 nature	 of	 the	
data	corresponds	to	the	values	used	to	evaluate	such	scales.	Details	of	the	screening	




The	 data	 will	 be	 stored	 following	 the	 standard	 numeric	 scales	 defined	 by	 each	
screening	 tool	each	 time	that	a	user	 (be	 it	PLWD,	caregiver	or	health	professional)	
uses	one	of	the	screening	tools.	The	data	will	be	stored	in	a	MySQL	database,	using	
noSQL	 database	 for	 complementary	 purposes.	 Records	 will	 also	 be	 related	 (and	
identified)	with	the	user	to	which	the	recorded	data	belong	and	the	date	when	the	
data	was	recorded.		












security	 reasons.	 Each	 dataset	 record	 belongs	 to	 the	 user	 and	 to	 the	 Consortium	
partner	responsible	for	the	user.	Only	the	user,	people	authorised	by	him/her	(e.g.	
caregiver)	and	authorised	personnel	of	 the	Consortium	partner	 responsible	 for	 the	
user,	can	access	the	record.		
Platform	
Data	will	 be	 available	 to	 the	 user	 and	 people	 authorised	 by	 them	 through	 the	 C-
MMD	 platform.	 A	 small	 part	 of	 the	 dataset	 will	 be	 openly	 accessible	 by	 platform	
users	 (i.e.	 name	 and	 profile	 picture)	 to	 enable	 social	 networking.	 Authorised	
personnel7	of	the	pilot	partner	generating	the	data	will	be	able	to	access	aggregated	
data	 in	 periodic	 reports	 and	 will	 be	 able	 to	 access	 raw	 data	 dumped	 from	 the	
database	 in	 csv	 files	 or	 through	 a	web	 service.	Each	 access	will	 be	identifiable	 and	











given	 in	 section	 6).	 UPC,	 CERTH	 and	MDA	 software	 components	 will	 process	 this	
dataset	anonymised	to	offer	the	platform	services.	



















This	 data	 set	 contains	 all	 the	 recorded	 adverse	 events	 for	 each	 user	 captured	
through	 the	 specific	 tool	 integrated	 in	 the	 C-MMD	platform	 for	 that	 purpose.	 The	





complementary	 purposes.	 Records	 will	 also	 be	 related	 (and	 identified)	 with	 other	
datasets	and	the	date	when	the	data	was	recorded.		
Metadata	will	 include	information	about	the	event	creation	time,	range	of	possible	





security	 reasons.	 Each	 dataset	 record	 belongs	 to	 the	 user	 and	 to	 the	 Consortium	
partner	responsible	for	the	user.	Only	the	user,	people	authorised	by	him/her	(e.g.	






to	 access	 raw	 data	 dumped	 from	 the	 database	 in	 csv	 files	 or	 through	 a	 web	
service.	Each	 access	 will	 be	identifiable	 and	 traceable.	 The	 platform	 software	 will	




















given	 in	 section	 6).	 UPC,	 CERTH	 and	MDA	 software	 components	 will	 process	 this	
dataset	anonymised	in	order	to	offer	the	platform	services.	










This	 dataset	 contains	 all	 the	 treatment	 information	 for	 each	 dyad.	 The	 treatment	
information	will	come	from:	(1)	a	specific	toolset	integrated	in	the	platform	for	that	
purpose,	 (2)	 through	 the	 API	 to	 connect	 with	 national	 healthcare	 systems	 where	
possible.	 The	 nature	 of	 the	 data	 corresponds	 to	 medication	 descriptions,	 doses,	
schedules	 and	 follow-up	 of	 the	 adherence.	More	 details	 on	 treatment	 adherence	





(be	 it	 PLWD,	 caregiver	 or	 health	 professional)	 uses	 the	 treatment	 management	

















security	 reasons.	 Each	 dataset	 record	 belongs	 to	 the	 user	 and	 to	 the	 Consortium	
partner	responsible	for	the	user.	Only	the	user,	people	authorised	by	him/her	(e.g.	
caregiver)	and	authorised	personnel	of	 the	Consortium	partner	 responsible	 for	 the	
user,	can	access	the	record.		
Platform	
Data	will	 be	 available	 to	 the	 user	 and	 people	 authorised	 by	 them	 through	 the	 C-
MMD	 platform.	 A	 small	 part	 of	 the	 dataset	 will	 be	 openly	 accessible	 by	 platform	
users	 (i.e.	 name	 and	 profile	 picture)	 to	 enable	 social	 networking.	 Authorised	
personnel10	of	the	pilot	partner	generating	the	data	will	be	able	to	access	aggregated	
data	 in	 periodic	 reports	 and	 will	 be	 able	 to	 access	 raw	 data	 dumped	 from	 the	
database	 in	 csv	 files	 or	 through	 a	web	 service.	Each	 access	will	 be	identifiable	 and	











given	 in	 section	 6).	 UPC,	 CERTH	 and	MDA	 software	 components	 will	 process	 this	
dataset	anonymised	to	offer	the	platform	services.	


















This	 data	 set	 contains	 all	 the	 intervention	 contents	 created	 by	 the	 consortium	
members	 during	 the	 lifetime	 of	 the	 project.	 These	 intervention	 contents	 include	
posts,	articles,	tips,	multimedia,	tutorials,	webinars,	cognitive	games	and	any	kind	of	
educational	 content	 produced	 to	 support	 the	 caregiving	 process	 and	 the	 healthy	
ageing	 lifestyle	 following	 the	 strategy	 outlined	 in	 deliverable	 D1.3	 Intervention	
Strategy	 and	 Contents.	 These	 intervention	 contents	 will	 be	 introduced	 in	 the	
platform	 through	 a	 specific	 tool	 designed	 for	 that	 purpose	 by	 the	 consortium.	
Standards	 in	multimedia	and	 text	posts	 storage	will	be	 followed.	To	be	noted	 that	
interactive	 interventions	 (e.g.	 Serious	 Games)	 are	 settled	 in	 this	 dataset	 as	 well.	
Those	 interventions	 follow	a	different	 route	 to	upload	 their	 content	 and	 finally	be	
available	to	users:	they	are	authored	using	software	development	tools	external	to	
























































This	 data	 set	 contains	 all	 the	 dissemination	 contents	 created	 by	 the	 consortium	
members	 during	 the	 lifetime	 of	 the	 project.	 These	 dissemination	 contents	 include	
scientific	papers,	newsletters,	multimedia,	press	articles,	lists	of	events,	contact	lists	
and	 any	 kind	 of	 dissemination	 content	 produced	 to	 support	 the	 communication	
activities	of	 the	project	 and	dissemination	of	 results.	 These	 contents	 created	 from	
different	sources	will	be	stored	in	a	database/filesystem.		
Standards	and	metadata	
The	 data	 will	 be	 stored	 following	 the	 standard	 text/media	 formats	 following	 best	
practices	 for	 data	 management	 (see	 section	 6).	 Records	 will	 also	 be	 related	 (and	
identified)	with	 the	 user	 authoring	 the	 contents	 and	 the	 date	when	 the	 data	was	
recorded.		
Metadata	will	include	information	about	the	dissemination	data	recorded,	the	target	
audience,	 identifier	 (i.e.	 DOI,	 URI),	 authors,	 title	 of	 the	 publication,	 time	 of	
publication,	 related	 event	 (e.g.	 conference,	 forum,	 etc.)	 and	 a	 list	 of	 tags	 or	



























The	 data	 will	 be	 stored	 following	 the	 standard	 text/media	 formats	 following	 best	
practices	 for	 data	 management	 (see	 section	 6).	 Records	 will	 also	 be	 related	 (and	







are	open	 for	access	 to	 the	audience	which	 the	creator	user	has	granted	access	 to,	





















This	data	 set	 contains	all	 the	 content	 created	by	 the	 system	 integrating	data	 from	
the	 PLWD/caregiver’s	 personal,	 screening	 and	 treatment	 datasets.	 These	 records	
contain	 aggregated	 data	 of	 the	 evolution	 of	 the	 user	 for	 health	 professional	




The	 data	 will	 be	 stored	 following	 the	 standard	 numeric	 scales	 defined	 by	 the	
aggregation	of	data	coming	 from	the	screening	 tools	as	well	as	 the	 treatment	 tool	
each	time	that	the	system	periodically	generates	a	report	for	a	PLWD/caregiver.	The		
data	will	be	stored	in	a	MySQL	database,	using	noSQL	database	for	complementary	
purposes.	 Records	will	 also	 be	 related	 (and	 identified)	with	 the	 user	 to	which	 the	
recorded	data	belong	and	the	date	when	the	data	was	recorded.		






security	 reasons.	 Each	 dataset	 record	 belongs	 to	 the	 user	 and	 to	 the	 Consortium	
partner	responsible	for	the	user.	Only	the	user,	people	authorised	by	him/her	(e.g.	
caregiver)	and	authorised	personnel	of	 the	Consortium	partner	 responsible	 for	 the	
user,	can	access	the	record.		
Platform	
Data	will	 be	 available	 to	 the	 user	 and	 people	 authorised	 by	 them	 through	 the	 C-
MMD	platform.	Authorised	personnel12	of	the	pilot	partner	generating	the	data	will	
be	able	to	access	aggregated	data	in	periodic	reports	and	will	be	able	to	access	raw	




















§6).	 UPC,	 CERTH	 and	 MDA	 software	 components	 will	 process	 this	 dataset	
anonymised	in	order	to	offer	the	platform	services.	











user	 (gamification	 profile).	 This	 profile	 may	 contain	 data	 records	 like	 role	 in	 the	
game,	 games	 enrolled,	 metrics,	 rules	 or	 earned	 rewards.	 An	 initial	 gamification	
profile	 should	 created	 -as	 an	 extension	 to	 the	 existing	 user	 profile-	 when	 a	 user	
enters	in	the	system	and	evolves	with	the	participation	of	the	user	in	the	platform.	





to	 the	 platform	or	modifies	 their	 profile	 settings.	 This	 process	 of	 user	 registration	
and	 enrolment	 in	 one	 or	 more	 gamification	 proposals	 (‘games’)	 is	 made	















The	 user	 gamification	 model	 is	 defined	 by	 HCP	 and	 administrators	 and	 is	 not	 accessible	
openly	in	the	platform	to	the	users.	Each	dataset	record	belongs	partially	to	the	user	and	
to	 the	 platform	 itself	 that	 auto-generates	 some	 recorded	 data.	 Only	 the	 user’s	 HCP,	
people	 authorised	 by	 him/her,	 administrators	 of	 the	 platform	 and	 authorised	
personnel	of	the	Consortium	partner	responsible	for	the	user	can	access	the	record.	
Data	will	be	available	through	the	gamification	component	of	the	C-MMD	platform.		
Dataset	 records	 will	 be	 shared	 among	 the	 Consortium	 partners	 anonymised	 for	
research	 purposes	 to	 be	 used	 in	 the	 tasks	 of	 the	 project.	 Anonymisation	 is	 the	
standard	procedure	followed	to	preserve	confidentiality	of	participants.		
Each	 participant	 will	 sign	 an	 informed	 consent	 at	 recruitment	 phase	 authorizing	
access	 to	 all	 his/her	 data	 (raw,	 aggregated,	 anonymised).	 Users	 will	 agree	 to	 the	
anonymised	and	aggregated	data	being	used	 for	 research	and	possibly	commercial	
exploitation.	
The	data	 repository	will	 be	 allocated	 in	 the	 gamification	host	 in	 the	UPC	premises	

























the	 game-creators	 make	 changes	 in	 the	 core	 elements	 of	 the	 game	 (number	 of	
points	earned	for	each	user	action,	details	of	quests,	number	and	type	of	rules,	etc.).	










authorised	 by	 them	 through	 the	 C-MMD	 platform.	 Authorised	 personnel13	 of	 the	 pilot	
partner	generating	 the	data	will	be	able	 to	access	aggregated	data	 in	periodic	 reports	and	







Each	 participant	 (e.g.	 PLWD,	 caregiver,	 healthcare	 professional)	 will	 sign	 an	 informed	
consent	 at	 recruitment	 phase	 authorizing	 access	 to	 all	 his/her	 data	 (raw,	 aggregated,	






























An	 initial	 profile	will	 be	 stored	each	 time	a	user	 (be	 it	 patient,	 caregiver	or	health	
professional)	registers	to	the	platform	or	modifies	his/her	profile	settings.	Although	
at	 this	 moment	 the	 registering	 tool	 and	 profile	 management	 tool	 have	 not	 been	
defined	yet,	it	is	expected	that	data	will	be	stored	in	a	MySQL	database,	using	noSQL	
database	for	complementary	purposes.	The	profile	and	data	recorded	changes	as	the	









and	security	 reasons.	Each	dataset	 record	belongs	 to	 the	user	and	 to	 the	platform	
itself	that	auto-generates	some	recorded	data.	Only	the	user,	people	authorised	by	




Dataset	 records	 will	 be	 shared	 among	 the	 Consortium	 partners	 anonymised	 for	
research	 purposes	 to	 be	 used	 in	 the	 tasks	 of	 the	 project.	 Anonymisation	 is	 the	
standard	procedure	followed	to	preserve	confidentiality	of	participants.		























This	 data	 set	 contains	 all	 the	 information	 related	 to	 the	 recommendation	 engine	
profile	 of	 each	 user	 that	 provides	 tailored	 educational	 contents	 to	 them.	 These	
profiles	may	contain	data	records	such	as	preferences,	past	 liked	contents,	content	




An	 initial	 profile	 will	 be	 stored	 each	 time	 a	 user	 (be	 it	 PLWD,	 caregiver	 or	 health	
professional)	registers	to	the	platform	or	modifies	their	profile	settings.	Data	will	be	
















users	of	 the	platform.	Some	aggregated	 information	of	 this	dataset	may	be	shared	
for	technical	evaluation	with	the	administrators	and	some	will	be	integrated	with	the	
periodic	 report	 for	 the	 HCP.	 The	whole	 dataset	 will	 not	 be	 shared	 outside	 of	 the	
Consortium	boundaries	for	ethical	and	security	reasons.	Each	dataset	record	belongs	
partially	 to	 the	user	 and	 to	 the	platform	 itself	 that	 auto-generates	 some	 recorded	
data.		
Dataset	 records	 will	 be	 shared	 among	 the	 Consortium	 partners	 anonymised	 for	
research	 purposes	 to	 be	 used	 in	 the	 tasks	 of	 the	 project.	 Anonymisation	 is	 the	
standard	procedure	followed	to	preserve	confidentiality	of	participants.		
Each	 participant	 will	 sign	 an	 informed	 consent	 at	 recruitment	 phase	 authorizing	






































Metadata	 will	 include	 information	 about	 the	 scales	 recorded,	 range	 of	 possible	
values,	 identity	 of	 the	 person	 introducing	 the	 data,	 etc.	 This	 metadata	 will	




security	 reasons.	 Each	 dataset	 record	 belongs	 to	 the	 user	 and	 to	 the	 Consortium	
partner	responsible	for	the	user.	Only	authorised	personnel	of	the	Consortium	pilot	
partner	responsible	for	the	user	can	access	the	record.	Authorised	personnel	of	the	
pilot	partner	generating	 the	data	will	be	able	 to	access	aggregated	data	 in	 reports	
and	will	be	able	to	access	raw	data	dumped	from	the	database	in	csv	files	or	through	
a	web	service.	Each	access	will	be	identifiable	and	traceable.		
Dataset	 records	 will	 be	 shared	 among	 the	 Consortium	 partners	 anonymised	 for	
research	 purposes	 to	 be	 used	 in	 the	 tasks	 of	 the	 project.	 Anonymisation	 is	 the	
standard	procedure	followed	to	preserve	confidentiality	of	participants.		
Each	 participant	 will	 sign	 an	 informed	 consent	 at	 recruitment	 phase	 authorizing	



























user	 (be	 it	 PLWD,	 caregiver	 or	 health	 professional)	 and	 it	 will	 update	 as	 the	 user	
interacts	 with	 the	 intervention	 through	 time.	 The	 data	 will	 be	 stored	 in	 a	MySQL	
database.	 Records	 will	 also	 be	 related	 (and	 identified)	 with	 other	 datasets	 and	
ontologies	and	the	date	when	the	data	was	recorded.		
Metadata	 will	 include	 information	 about	 the	 feedback	 creation	 time,	 range	 of	





may	 be	 shared	 for	 technical	 evaluation	 with	 the	 administrators	 and	 some	will	 be	
integrated	with	the	periodic	report	for	the	HCP.	The	whole	dataset	will	not	be	shared	
outside	of	the	Consortium	boundaries	for	ethical	and	security	reasons.	Each	dataset	
record	 belongs	 partially	 to	 the	 user	 and	 to	 the	 platform	 itself	 that	 auto-generates	
some	recorded	data.		
Dataset	 records	 will	 be	 shared	 among	 the	 Consortium	 partners	 anonymised	 for	
research	 purposes	 to	 be	 used	 in	 the	 tasks	 of	 the	 project.	 Anonymisation	 is	 the	
standard	procedure	followed	to	preserve	confidentiality	of	participants.		













details	 in	 section	6).	UPC	 ,	CERTH	and	MDA	software	components	will	process	 this	
dataset	anonymised	to	offer	the	platform	services.	

















The	 data	 will	 be	 stored	 following	 the	 standard	 text/media	 formats	 following	 best	
practices	 for	 data	 management	 (see	 section	 6).	 Records	 will	 also	 be	 related	 (and	













are	open	 for	access	 to	 the	audience	which	 the	creator	user	has	granted	access	 to,	
















during	 the	 lifetime	of	 the	project.	The	contents	of	 this	dataset	 include	 information	
related	to	the	changes	performed	in	the	rules	of	a	game,	the	seasons	(time	periods	




The	 data	 will	 be	 stored	 following	 the	 standard	 text/media	 formats	 following	 best	
practices	 for	 data	 management	 (see	 section	 6).	 Records	 will	 also	 be	 related	 (and	













are	open	 for	access	 to	 the	audience	which	 the	creator	user	has	granted	access	 to,	
















This	 data	 set	 contains	 all	 the	 information	 regarding	 the	 gamification	 notification	
system	and	will	 store	 in	 the	database	all	 the	notifications	 automatically	 generated	




The	 data	 will	 be	 stored	 following	 the	 standard	 text/media	 formats	 following	 best	
practices	 for	 data	 management	 (see	 section	 6).	 Records	 will	 also	 be	 related	 (and	













are	open	 for	access	 to	 the	audience	which	 the	creator	user	has	granted	access	 to,	


































































































































































































































































































Data	 collection	 process	 is	 susceptible	 to	 contamination	 in	 the	 absence	 of	 adequate	
preventive	 measures.	 Data	 contamination	 results	 from	 a	 process	 or	 phenomenon,	 other	
than	the	one	of	interest,	which	can	affect	the	variable	values.	Data	contamination	results	in	
erroneous	values	in	the	data	set.	In	general,	there	are	two	types	of	errors	that	can	occur	in	a	
data	 set.	 Firstly,	errors	of	 commission	 are	 the	 result	of	 incorrect	or	 inaccurate	data	being	
included	 in	 the	 data	 set.	 This	 may	 happen	 because	 of	 a	 malfunctioning	 instrument	 that	
produces	faulty	results,	data	that	are	mistyped	during	entry,	or	other	problems.		
Errors	of	omission	are	the	second	type	of	errors.	These	result	from	data	or	metadata	being	
omitted.	 Situations	 that	 result	 in	 omission	 errors	 occur	 when	 data	 are	 inadequately	
documented,	when	there	are	human	errors	during	data	collection	or	entry,	or	when	there	
are	anomalies	in	the	field	that	affect	the	data.		




the	 data	 inventory	 being	 compiled.	 Quality	 control	 procedures	 are	 designed	 to	 provide	
routine	technical	checks	to	measure	and	control	the	data	consistency,	integrity,	correctness	
and	completeness;	and	to	identify	and	address	errors	and	omissions.	Quality	control	checks	
should	 cover	 everything	 from	 data	 acquisition	 and	 handling,	 application	 of	 approved	






In	 future	 versions	 of	 this	 document	 we	 will	 provide	 more	 details	 on	 the	 QC	 protocols	
adopted	during	the	project	lifetime.	
Quality	 assurance	 (QA)	 is	 a	 planned	 system	 of	 review	 procedures	 conducted	 outside	 the	
actual	 inventory	 compilation	 by	 personnel	 not	 directly	 involved	 in	 the	 inventory	
development	 process.	 It	 is	 a	 non-biased,	 independent	 review	 of	 methods	 and/or	 data	
summaries	that	ensures	that	the	 inventory	continues	to	 incorporate	correctly	the	scientific	
knowledge	 and	 data	 generated.	 Quality	 assurance	 procedures	 may	 include	 expert	 peer	
reviews	of	data	summaries	and	audits	to	assess	the	quality	of	the	inventory	and	to	identify	










The	 purpose	 of	 this	 subsection	 if	 to	 provide	 an	 overview	 of	 the	 resources	 and	 security	










250m2	 facility	 with	 controlled	 access,	 personal	 ID	 cards	 for	 authorized	 staff	 and	 video	
surveillance	 24x7.	 The	 server	 has	 dedicated	 bandwidth	 and	 backup	 power	 system	 to	
guarantee	 availability.	 Our	 Data	 Center	 has	 two	 different	 sensor	 systems	 to	 detect	 and	
respond	 electrical	 or	 fire	 problems.	 The	 first	 monitor	 system	 is	 an	 optical-heat	 detection	
scheme	and	the	second	one	is	laser	based	to	extinguish	fire	using	HFC227	gas.	
	
This	 hardware	 hosts	 different	 software	 modules	 developed	 by	 three	 partners	 of	 the	
CAREGIVERSPRO-MMD	project,	among	them	UPC.		
	
The	 company	 MobilesDynamics	 develops	 the	 core	 software	 module	 that	 gathers,	

















The	 Centre	 for	 Research	 and	 Technology	Hellas	 (CERTH),	 develops	 a	 software	module	




























We	 use	 a	 Linux	 based	 system	 (Ubuntu	 16.04	 LTS	 x64)	 as	 an	 operating	 system	 for	 the	
applications	 and	 database	 servers.	 This	 Unix-like	 system	 ensures	 password	 encryption19	
services	 for	every	 system	user.	Moreover,	a	 strict	 file	and	directory	permission	system20	 is	













Legal	 regulations	about	data	privacy	 (LORTAD)	 require	 to	 identify	and	keep	available	 for	a	





















The	 machines	 where	 software	 is	 hosted	 and	 data	 is	 stored	 can	 be	 accessed	 by	 the	 next	
stakeholders:	
○ System	administrators:	they	have	full	access	to	the	system	and	their	role	is	

















○ System	 owner:	 This	 role	 is	 filled	 by	 the	 staff	 member	 or	 management	
member	who	has	responsibility	for	the	business	function	performed	by	the	








They	 access	 to	 this	 website	 through	 a	 specific	 static	 URL,	 introduce	 their	
data	and	receive	services.	
	




The	 management	 of	 the	 CPD	 (refrigeration,	 access	 control,	 electrical	 maintenance	 and	












The	platform	server	 is	executed	 in	a	virtual	machine	(VM1)	that	has	access	to	the	 Internet	
and	 where	 end	 users	 will	 connect	 to	 the	 static	 platform	 URL	 through	 encrypted	 https	
connections.	 The	 databases	 are	 stored	 in	 a	 different	 virtual	 machine	 (VM2)	 that	 has	 no	










As	 we	 can	 see	 in	 blue	 in	 Figure	 1,	 only	 the	 Personal	 Dataset	 (PD)	 dataset/table	 contains	
personal	data	and	 is	not	anonymised	because	 the	C-MMD	platform	needs	 to	access	 these	
data.	On	the	other	hand,	the	rest	of	datasets	(in	green)	related	with	C-MMD	application	will	














The	gamification	server	 is	hosted	by	UPC	and	managed	by	CERTH.	 It	 is	 installed	in	a	virtual	
machine	with	Windows	10	(x64)	Professional	with	firewall	installed,	automatic	updates	and	
windows	defender	active.	 It	has	disabled	all	 the	windows	 shared	 services	and	can	only	be	
accessed	 remotely	 via	 VNC	 with	 a	 specific	 IP	 range	 belonging	 to	 CERTH	 machines.	This	
system	 provides	 different	 services	 to	 the	 c-mmd	 platform	 processing	 anonymous	 data	
gathered	 via	 API.	More	 details	 on	 these	 datasets	 can	 be	 found	 in	 the	 annexed	 document	























The	 Privacy	 Impact	 Assessment	 is	 a	 tool	 used	 by	 organizations	 aiming	 to	 identify	 possible	
risks	 during	 the	 processing	 of	 personal	 data	 and	 to	minimize	 its	 impact.	 According	 to	 the	
Article	35	of	 the	2016/679	Regulation,	"where	a	type	of	processing	 in	particular	using	new	
technologies,	 and	 taking	 into	 account	 the	 nature,	 scope,	 context	 and	 purposes	 of	 the	
processing,	is	likely	to	result	in	a	high	risk	to	the	rights	and	freedoms	of	natural	persons,	the	
controller	 shall,	 prior	 to	 the	 processing,	 carry	 out	 an	 assessment	 of	 the	 impact	 of	 the	
envisaged	 processing	 operations	 on	 the	 protection	 of	 personal	 data.	 A	 single	 assessment	









during	 the	 development	 and	 implementation	 of	 the	 project	 through	 its	 management	
processes.		
	
PIAs	 are	 an	 integral	 part	 of	 the	 privacy	 by	 design	 approach,	 which	 is	 also	 one	 of	 the	
principles	of	 the	Data	Privacy	Directive22	 and	 it	 is	 recommended	 to	 implement	 them	 from	











One	of	 the	most	 critical	 points	 is	 the	 identification	of	 privacy	 risks.	 The	 ICO	has	 identified	










3. Risks:	detailed	description	of	 the	potential	 risks	and	threats	 that	may	occur	during	
the	project	and	determine	the	risk	level.	



































data	 and	 on	 the	 free	 movement	 of	 such	 data	 defines	 "a	 personal	 data	 shall	 mean	 any	
information	 relating	 to	 an	 identified	 or	 identifiable	 natural	 person	 ("data	 subject");	 an	
identifiable	 person	 is	 one	 who	 can	 be	 identified,	 directly	 or	 indirectly,	 in	 particular	 by	
reference	 to	 an	 identification	 number	 or	 to	 one	 or	 more	 factors	 specific	 to	 his	 physical,	
physiological,	mental,	economic,	cultural	or	social	identity;"	
Anonymisation	and	pseudonymization	concepts	rise	from	the	need	to	protect	the	privacy	of	
the	data	subjects	while	 their	data	 is	being	processed	or	 transferred	by	 telecommunication	
networks.	Anonymisation	 is	 the	process	of	 turning	data	 into	a	 form	 that	does	not	 identify	
individuals	and	where	identification	is	not	likely	to	take	place.	This	allows	for	a	much	wider	































• Sweeney28	 demonstrated	 that	 87%	 of	 all	 Americans	 could	 be	 uniquely	 identified	
using	three	pieces	of	data:	birthdate,	sex	and	ZIP	code.	
• Horvát	 et	 al29	 published	 a	 study	 on	 social	 networks	 proving	 that	 "using	 machine	
learning	one	can	reach	a	85%	prediction	rate	whether	two	non-members	known	by	
the	 same	member	of	 the	 social	 network	 are	 connected	or	 not.	 Thus	 showing	 that	
the	seemingly	innocuous	combination	of	knowledge	of	confirmed	contacts	between	
members	on	 the	one	hand	and	their	email	 contacts	 to	non-members	on	 the	other	
hand	 provides	 enough	 information	 to	 deduce	 a	 substantial	 proportion	 of	
relationships	between	non-members."	
Consequently,	the	project	consortium	will	carefully	consider	re-identification	risks	in	the	PIA	





would	 oppose	 the	 social	 network	 philosophy	 and	where	 access	 control	 is	managed	 by	 its	
own	users.	Thus,	C-MMD	will	provide	all	end	users	the	possibility	to	manage	the	access	level	






















(e.g.	 aggregated	 data	 in	 a	 scientific	 paper)	 will	 require	 stronger	 anonymisation	measures	
than	pseudo-anonymisation,	as	 it	could	be	the	case	that	C-MMD	disseminated	data	can	be	




end	 of	 the	 pilot	 experimentation,	 so	 the	 Consortium	 has	 time	 to	 prepare	 detailed	 and	












The	 lack	 of	 ethical	 principles	 standardization	 at	 international	 level	may	potentially	 lead	 to	
the	 abuse	 of	 data	 collection,	 use	 and	 storage	 by	 exploiting	 differences	 between	 societies	
with	 regard	 to	 established	 ethical	 standards.	 Ethics	 of	 data	 collection,	 and	 data	 use	 and	
storage	 in	medical	applications,	 is	of	growing	 importance	since	 the	quality	and	quantity	of	
medical	 data	 usage	 is	 growing	 quickly	 both	 in	 Europe	 and	worldwide.	 Great	 concerns	 are	
raised	 about	 data	 protection	 and	 privacy	 issues	 in	 the	 area	 of	 biometric	 and	 health	
applications	 with	 growing	 markets	 that	 might	 be	 affected	 by	 insufficiently	 protected	
sensitive	information.		
The	 success	 of	 the	 C-MMD	 project	 depends	 greatly	 on	 having	 all	 project	 partners	 being	



























• Clinical	 trials	 with	 human	 subjects	 must	 ensure	 methods	 of	 protecting	 the	
individual's	dignity	and	identity.	
• The	 protocol	 presented	 to	 the	 Ethic	 Committee	 shall	 include	 the	 process	 of	
anonymisation	of	personal	data	for	later	analysis.		
On	the	right	of	being	informed	
• The	 persons	 undergoing	 research	 have	 been	 informed	 of	 their	 rights	 and	 the	
safeguards	prescribed	by	the	law	for	their	protection	
• Human	 subjects	 have	 the	 right	 to	 be	 informed	 about	 the	 outcomes	 of	 the	 clinical	
trial.	
On	informed	consents	







• The	 main	 priority	 for	 clinicians	 shall	 be	 to	 guarantee	 their	 clients	 wellbeing	 and	
intervene	in	case	of	risk	of	adverse	effects.	















From	 the	 standpoint	of	practitioners	 (i.e.,	healthcare	providers,	hospitals),	patient	medical	
records	are	 the	practitioner's	property	because	 they	are	 the	ones	who	write,	 compile	and	
produce	 the	 records	 (data	 producers).	 At	 the	 same	 time,	 patients	 tend	 to	 believe	 that	
medical	records	belong	to	them	as	they	provide	the	relevant	information.	











cite	 the	data	 set,	 just	 as	 it	would	 cite	other	 sources	 such	as	books	 and	articles.	A	 citation	
gives	appropriate	credit	to	the	data	set	creator(s),	and	allows	interested	readers	to	find	the	
data	set	 so	 they	can	confirm	the	data	 is	being	correctly	 represented,	or	can	use	 it	 in	 their	
own	work.	There	is	no	universal	standard	for	formatting	a	data	set	citation.	
There	are	many	different	styles	for	formatting	citations,	such	as	APA	and	Chicago	Manual	of	
Style.	 In	 addition,	 most	 scientific	 publications	 have	 their	 own	 style,	 either	 unique	 to	
































The	 data	 will	 be	 stored	 in	 databases	 installed	 on	 the	 same	 server	 that	 holds	 the	






verified	 IP	 addresses	 for	development/updates	of	 the	C-MMD	application.	 Every	 access	 to	
the	server	is	recorded	at	a	local	log	file.	
A	 daily	 backup	 procedure	 has	 been	 designed	 to	 ensure	 data	 integrity	 and	 recovery.	 This	
backup	has	two	main	subsystems:	
	














The	 backup	 system	 that	 stores	 and	 holds	 a	 daily	 copy	 of	 file	 system	 and	 databases	 is	 an	
autonomous	 system	 to	 ensure	 security	 integrity	 of	 data.	 On	 one	 hand	 provides	 an	


















All	 public	 project	 deliverables	 will	 be	 available	 at	 least	 for	 five	 years	 after	 the	 project	
completion	at	the	project	portal.	
Selected	 datasets,	 databases,	 standalone	 documents,	 and	 even	 software	 may	 be	 made	
public	or	open	for	exploitation	at	the	end	of	the	project	if	that	fact	is	compliant	with	ethics	
and	 data	 protection	 guidelines	 described	 in	 this	 document.	 These	 resources	 may	 prove	
useless	without	explanatory	notes	(metadata)	accompanying	them.	Metadata	will	be	clearly	
linked	 to	 the	 materials	 so	 that	 they	 can	 adequately	 inform	 any	 future	 user	 about	 the	
material.	 For	 example,	 a	 published	 dataset	 will	 typically	 be	 accompanied	 by	 a	 metadata	
document	that	explains	the	various	fields,	 their	usefulness	and	summarises	the	purpose	of	
the	 dataset	 in	 general.	 These	 documents	will	 be	 stored	 along	with	 the	 dataset	 and	made	
accessible	 in	 the	 same	 manner	 as	 the	 dataset	 (e.g.	 online,	 or	 download).	 Contact	
































o Fully	 and	 independently	 implementable	 by	multiple	 software	 providers	 on	






























This	 section	 outlines	 the	 staffing	 and	 financial	 details	 of	 the	 data	management	within	 the	
CAREGIVERSPRO-MMD	project.	The	former	aspect	provides	information	about	the	role	and	





assign	a	 responsible	person	 from	his	or	her	 institution	 for	 this	 task	 to	be	designed	 for	 the	
next	version	of	this	document.		












The	 follow-up	 of	 this	 plan	 will	 be	 reported	 in	 future	 versions	 of	 this	 document,	 where	
detailed	protocols	and	measures	will	be	described	to	ensure	the	compliance	with	the	plan	

























































that	 as	 in	 any	 IT	 system,	 administrators	 have	 access	 to	 the	 system	 and	may	 set	 up	 initial	
configurations	 for	 some	 services.	 In	 section	 3.1	we	 can	 find	 a	 description	 of	 the	 different	
datasets	and	a	broad	description	of	ownership	and	access	 to	data	depending	 if	 it	 is	a	user	
(PLWD-caregiver),	a	Consortium	partner	co-owning	the	data	(health	or	social	professional,	or	
researcher	working	with	the	users	in	each	pilot	site),	a	member	of	the	rest	of	the	Consortium	
or	 an	 external	 person	 of	 the	 project.	 In	 Figure	 2	we	 can	 see	which	 stakeholder	 produces	
each	 dataset	 and	 which	 stakeholder	 can	 access	 each	 of	 them.	 Where	 is	 stated	 ‘Partial’	






















of	 potential	 impacts	 on	 data	 subjects,	 taking	 account	 of	 existing,	 planned	 or	 additional	
controls.	The	severity	level	obtained	may	be	raised	or	lowered	in	relation	to	(1)	the	level	of	









interconnections	 (especially	 with	 foreign	 sites);	 (4)	 the	 number	 of	 recipients	 (which	
facilitates	the	correlation	between	originally	separated	personal	data).	
Likelihood39	 represents	 the	 feasibility	 of	 a	 risk	 to	 occur	 and	 is	 estimated	 in	 terms	 of	
vulnerabilities	 of	 the	 supporting	 assets	 involved	 and	 the	 capabilities	 of	 the	 risk	 source	 to	
exploit	them.	The	justification	of	the	likelihood	is	provided	by	the	proposed	control	solutions	
presented	in	A1.4.	
According	 the	 guidelines	 provided	 by	 CNIL,	 there	 are	 three	 potential	 data	 breaches:	 (i)	
illegitimate	 access	 to	 personal	 data,	 (ii)	 unwanted	 modification	 of	 personal	 data	 and	 (iii)	
disappearance	 of	 personal	 data.	 The	 following	 table	 describes	 the	 possible	 threats	 that	



























inappropriately	 Internal	human	 	Negligible	 	Negligible	
No	data	export	means	outside	the	protected	
DBs	or	secured	protocols	will	be	allowed	















































































































































































































































































User_Id	(auto	generated)*	 A	unique	Identifier	(auto-increment)	 Longint	 FALSE	 TRUE	





City	 Name	of	city	 String	 FALSE	 FALSE	
Province	/	County	 Name	of	province	 String	 FALSE		 FALSE	























Photo		 Image	or	avatar	 Image	 FALSE	 FALSE	
Demographics	

























































































































































































































































Weight	 In	kg	/	pound	 int	 TRUE	 FALSE	















































Location	 Place	where	the	survey	has	been	taken	 	 	 	










Name/domain	 Name	to	identify	the	partial	score	 	 	 	




Participant	answer	id		 Belongs	to	a	participant	survey	 	 	 	
Question_id	 Belongs	to	a	question	 	 	 	
Answer	id	 Belongs	to	an	answer	 	 	 	
Content	 Free	text	for	a	free	text	answer	 	 	 	













Start	date	 Date	validated	by	ISO	8601	 DateTime	 FALSE	 FALSE	
End	date	 Date	validated	by	ISO	8601	 DateTime	 FALSE	 FALSE	













































Intervention_ID	 A	unique	Identifier	(auto-increment)	 Longint	 FALSE	 TRUE	
Date	of	creation	 Automatic	 Timestamp	 FALSE	 FALSE	
Author	 Name	of	content	creator	 String	 FALSE	 FALSE	
Author_contact_detail
s	
Author	contact	details	 Srring	 FALSE	 FALSE	
Author_qualification	 	 String	 FALSE	 FALSE	


















































































































































frequency	 Frequency	in	days	(e.g.,	every	3	days)	 Int	 TRUE	 FALSE	
repetitions	 Amount	of	times	(e.g.,	once)	 int	 TRUE	 FALSE	










Editor_Notes	 Comments	and	notes	about	the	intervention	 String	 TRUE	 FALSE	
Tags	 Defined	tags	(disorders)	 Array	 TRUE	 FALSE	






NoOfPosts	 Number	of	message	posts	 Integer	 TRUE	 FALSE	
NoOfLikes	 Number	of	Likes	 Integer	 TRUE	 FALSE	
NoOfReviews	 Number	of	Reviews	 Integer	 TRUE	 FALSE	
NoOfArticleViews	 Number	of	articles	viewed	by	the	user	 Integer	 TRUE	 FALSE	
NoOfArticleAuthored	 Number	of	articles	authored	by	the	user	 Integer	 TRUE	 FALSE	
NoOfScalesTaken	 Number	of	Scales	taken	by	the	user	 Array	 TRUE	 FALSE	
NoOfInvitationsReceived	 Number	of	invitations	received	 Integer	 TRUE	 FALSE	
NoOfInvitationsSent	 Number	of	invitations	sent	 Integer	 TRUE	 FALSE	














































































TangibleObjects	 Array	of	pairs:	object	name	and	quantity	 Array	 TRUE	 FALSE	






































































































































gameHistoryId	 The	id	of	an	event	performed	on	the	game	 int	 FALSE	 TRUE	
























notificationId	 The	users	table:		user_id,	nickname,	role_id	 ArrayList	 TRUE	 FALSE	
notificationCategory	 	 ArrayList	 TRUE	 FALSE	
nbotificationTitle	 	 ArrayList	 TRUE	 FALSE	
notificationText	 	 	 	 	
lifecycle	 Time	 	 	 	
notificationStatus	 	 ArrayList	 TRUE	 FALSE	

















The	 identification	 phase	 of	 incident	 response	 has	 as	 its	 goal	 the	 discovery	 of	 potential	




security	 sensors.	 System	owners	or	 system	administrators	may	do	 so	by	observing	
suspicious	 system	 behaviour.	 Any	 user	 of	 the	 system	 may	 identify	 a	 potential	
security	 incident	 though	 external	 complaint/notification,	 or	 other	 knowledge	 of	
impermissible	use	or	disclosure	of	Restricted	Data.	

b. Notify:	 users	 of	 the	 system	 that	 suspect	 an	 IT	 system	 has	 been	 accessed	without	
authorization	must	immediately	report	the	situation	to	rdlab@cs.upc.edu.	Once	the	




notification	 unless	 they	 are	 on	 the	 Quarantine	 Whitelist.	 If	 they	 are	 on	 the	
Quarantine	Whitelist,	 the	 incident	 handler	 will	 promptly	 reach	 out	 to	 the	 system	
administrator	or	 system	owner	 to	 create	a	plan	 to	 contain	 the	 incident.	Note	 that	
the	 incident	 handler	 may	 notify	 on	 suspicious	 behaviour	 when	 they	 are	 not	
confident	of	a	security	compromise;	in	these	cases	they	do	not	quarantine	the	host	














This	 phase	 also	 precedes	 Critical	 Incident	 Response	 (CIR),	 and	 has	 the	 primary	 goal	 of	




i. The	 system	 owner	 or	 system	 administrator	 indicates	 that	 the	 system	 is	 a	
high-criticality	asset	
ii. OR	 the	 system	 owner	 or	 system	 administrator	 asserts	 that	 the	 system	
contains	Restricted	Data.	














ii. AND	 the	 type	 of	 data	 or	 system	 at	 risk	 is	 verified	 to	 be	 of	 an	 appropriate	
classification,	 as	 determined	 above.	 The	 system	 owner	 or	 system	
administrator	 should	 provide	 a	 detailed	 description	 of	 the	 data	 at	 risk,	




initiated	 the	 criticality	of	 the	asset	must	be	 confirmed,	 and	 it	must	be	 confirmed	 that	 the	
triggering	event	 is	not	a	 false	positive.	 In	cases	where	 the	CIR	process	 is	not	 required,	 the	
incident	handler	can	resolve	the	case	as	follows:	
	

















b. Eliminate	attacker	access:	Whenever	possible,	 this	 is	done	via	 the	 incident	handler	
performing	 network	 quarantine	 at	 the	 time	 of	 detection	 AND	 by	 the	 system	
administrator	unplugging	the	network	cable.	In	rare	cases,	the	incident	handler	may	
request	that	network	operations	staff	implement	a	port-block	to	eliminate	attacker	
access.	 In	 cases	 where	 the	 impact	 of	 system	 downtime	 is	 very	 high,	 the	 incident	














i. System	 administrators	 will	 capture	 first	 responder	 data	 if	 the	 system	 is	
turned	on.	 The	 incident	handler	will	 provide	 instructions	 for	 capturing	 this	
data	to	the	individual	performing	that	task.	
ii. The	 incident	 handler	 will	 capture	 disk	 images	 for	 all	 media	 that	 are	







This	 is	 the	 most	 time-sensitive	 and	 the	 most	 contextually	 dependent	 phase	 of	 the	
investigation.	The	actions	that	need	to	be	taken	will	depend	on	the	uptime	requirements	of	
the	compromised	system,	the	suspected	level	of	attacker	privilege,	the	nature	and	quantity	




Additionally,	 this	 is	 the	phase	where	 the	 incident	handler	works	most	 closely	with	 system	
administrators	and	system	owners.	During	this	phase,	they	are	expected	to	take	instruction	






based	 evidence	 occurs.	 The	 primary	 goal	 of	 analysis	 is	 to	 establish	 whether	 there	 is	




All	 analysis	 steps	 are	 primarily	 driven	 by	 the	 incident	 handler,	 who	 coordinates	














c. Evidence	 that	 Data	 was	 Accessed:	 Are	 file	 access	 audit	 logs	 available	 or	 are	 file	
system	 mactimes	 intact	 that	 show	 whether	 the	 files	 have	 been	 accessed	 post-
compromise?	
d. Length	of	Compromise:	How	long	was	the	host	compromised	and	online?	
e. Method	 of	 Attack:	 Was	 a	 human	 involved	 in	 executing	 the	 attack	 or	 was	 an	
automated	"drive-by"	attack	suite	employed?	Did	the	tools	 found	have	capabilities	
useful	in	finding	or	exfiltrating	data?	






















a. Any	 unintentional	 acquisition,	 access,	 or	 use	 of	 protected	 health	 information	 by	 a	
workforce	member	 or	 person	 acting	 under	 the	 authority	 of	 a	 covered	 entity	 or	 a	









b. Any	 inadvertent	 disclosure	 by	 a	 person	 who	 is	 otherwise	 authorized	 to	 access	
protected	 health	 information	 at	 a	 covered	 entity	 or	 business	 associate	 to	 another	
person	 authorized	 to	 access	 protected	 health	 information	 at	 the	 same	 covered	
entity	 or	 business	 associate,	 or	 organized	 health	 care	 arrangement	 in	 which	 the	
covered	 entity	 participates,	 and	 the	 information	 received	 as	 a	 result	 of	 such	
disclosure	 is	 not	 further	 accessed,	 used	 or	 disclosed	 in	 a	 manner	 not	 permitted	
under	LOPD.	
c. A	 disclosure	 of	 protected	 health	 information	 where	 a	 covered	 entity	 or	 business	
associate	 has	 a	 good	 faith	 belief	 that	 an	 unauthorized	 person	 to	 whom	 the	




be	 requested	 of	 the	 other	 RDLab	 technical	 staff.	 Complete	 the	 write-up	 of	 the	 notes,	











The	 primary	 goal	 of	 the	 recovery	 phase	 is	 to	 restore	 the	 compromised	 host	 to	 its	 normal	
business	function	in	a	safe	manner.	
a. The	 system	 administrators	will	 remediate	 the	 immediate	 compromise	 and	 restore	
the	 host	 to	 normal	 function.	 This	 is	 most	 often	 performed	 by	 reinstalling	 the	
compromised	host;	although	 if	 the	 investigation	confirms	that	 the	attacker	did	not	
have	root/administrator	access	other	remediation	plans	may	be	effective.	

















issued.	 This	 includes	 the	 confluence	 investigation	 page,	 processed	 investigation	
materials	like	grepped	file-timelines	and	filtered	network-flows,	etc.	
c. Raw	 incident	 data	 should	 be	 retained	 for	 thirty	 (30)	 days	 from	 the	 date	 that	 the	
report	 is	 issued.	 This	 includes	 disk-images,	 unfiltered	 netflow-content,	 raw	 file-












b. Written	 notification	will	 be	 in	 plain	 language	 at	 an	 appropriate	 reading	 level	with	
clear	syntax	and	language	with	no	extraneous	materials.	
c. Written	notification	will	be	sent	by	first-class	mail	to	the	last	known	address	of	the	






ii. A	description	of	 the	 types	of	 compromised	data	 that	were	 involved	 in	 the	
Breach;	
iii. A	 description	 of	 the	 steps	 the	 affected	 individual	 should	 take	 in	 order	 to	
protect	himself	or	herself	from	potential	harm	resulting	from	the	Breach;	
iv. A	 description	 of	 what	 the	 UPC	 is	 doing	 to	 investigate	 and	 mitigate	 the	
Breach	and	to	prevent	future	Breaches;	and	









e. If	 the	UPC	determines	 the	user	should	be	notified	urgently	of	a	Breach	because	of	
possible	 imminent	 misuse	 of	 compromised	 data,	 the	 UPC	 may,	 in	 addition	 to	
providing	 notice	 as	 outlined	 in	 steps	 b-d	 above,	 contact	 the	 user	 by	 telephone	 or	
other	means,	as	appropriate.	
	
	
